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e Biography

Markus Juhani Miettinen, (born May 20th, 1976 in Helsinki, Finland) obtained his M.Sc. in Computer
Science in 2002 from the University of Helsinki, after which he pursued a career in industrial research
at the Nokia Research Center in Helsinki, Finland and Lausanne, Switzerland. During this time he was
involved in numerous international industrial research projects related to data mining methods and
data analysis in log database systems of mobile cellular networks as well as large-scale contextual data
analysis of mobile applications. In 2012, he joined the Fraunhofer Institute for Secure Information
Technology (SIT) in Darmstadt, Germany and in 2013 he became a member of the System Security
Lab of the Department of Computer Science at the Technical University of Darmstadt, where he
pursued his PhD studies. He also acted as the main representative of the System Security Lab in
several international EU and nationally funded projects. After obtaining his doctorate from the
Technical University of Darmstadt in 2018, he applied for and received an offer for the position
of Professor of Practice at the Aalto University in Finland. Concurrently he was, however, also
involved in establishing the OpenS3 laboratory, an open industry-sponsored research laboratory in
the field of sustainable security and safety, and decided to continue his career in Germany at the
Technical University of Darmstadt, as the technical manager of the OpenS3 Lab. As lab manager,
he coordinates the research activities in the OpenS3 lab, overseeing projects with a total volume
exceeding 3M € during the years 2020-2022. During his academic career, his research endeavours have
been centred around the use of data analysis and data mining for realising user-friendly, secure and
resilient applications in areas like mobile network management, context-based mobile applications
and Internet of Things, in which areas he is an author of a number of highly-cited works. Apart from
his academic competencies, he has also profound experience in the technology transfer of research
findings into industrial applications. He is inventor or co-inventor of 19 granted international patents
in ten patent families.
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2018 Doktor Ingenieur (Dr.-Ing.), Technical University of Darmstadt, Germany,
Dissertation title: Context and communication profiling for IoT security and privacy:
techniques and applications.
grade: "very good', "magna cum laude"

2002-2003 Postgraduate scholarship with the German Academic Exchange Service
DAAD, Ruhr-Universitidt Bochum, Germany, Ten-month study and research
scholarship.

Studies focusing on IT-security at chair of Prof. Christoph Paar

2002 Master of Science (computer science), University of Helsinki, Finland, Special-
isation area: Distributed systems and data communications, Additional subjects:
Mathematics and language technology.

MSc. Thesis title: Security monitoring in mobile networks (Tietoturvan tarkkailu matka-
viestinverkoissa)
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Priifung der allgemeinen Hochschulreife, Deutsche Schule Helsinki, Finland,
grade average: 1.0.
Common matriculation examination for obtaining the right to university studies in Germany

Current Position

Postdoctoral Researcher, Technical University of Darmstadt, System Security
Lab, Germany.

Senior researcher and Lab manager of the third-party-funded OpenS3 lab for sustainable
security and safety

Experience
Vocational
Research Assistant, Technical University of Darmstadt, System Security Lab,

Germany.

Researcher and project manager, work package leader and executive board representative
in EU and national projects

Research Assistant, Fraunhofer Institute for Secure Information Technology
(SIT), Darmstadt, Germany.

Researcher and project manager, deputy team leader

Senior Researcher, Nokia Research Center Lausanne, Switzerland.
Researcher and project leader

Senior Researcher, Nokia Research Center Helsinki, Finland.
Researcher and project leader

Research Engineer, Nokia Research Center Helsinki, Finland.
Trainee, Nokia Research Center Helsinki, Finland.

Teaching assistant, University of Helsinki, Department of Computer Science,
Finland.

IT service assistant, Tietopiiri Oy, Helsinki, Finland.

Previous Work Experience

Open Research Lab for Sustainable Security and Safety (OpenS3), Lab
manager, Ongoing, Third-party-funded open research laboratory on sustainable
security and safety hosted by the System Security Lab of the Department of
Computer Science with a total volume exceeding 3M € for the years 2020-2022 .
http://www.opens3-lab.com/

TraceCORONA, Project leader.

Developed an improved Diffie-Hellman key exchange-based contact tracing app to fight the
COVID-19 pandemic providing improved security and privacy properties.
http://tracecorona.de

Intel Collaborative Research Institute for Collaborative Autonomous
and Resilient Systems (ICRI-CARS), Member of research institute.

http://www.icri-cars.org/

IoT Sense, Project leader.

Project sponsored by CISCO Systems on automated IoT device identification and anomaly
detection based on communication profiling of IoT devices [36].
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Intel Collaborative Research Institute for Secure Computing (ICRI-SC),
Member of research institute.
http://www.icri-sc.org/

SUPERCLOUD, Work Package Leader, Executive Board Representative.

Horizon 2020 research project funded by the European Union on Multi-cloud security [18]
developing a virtualized "cloud-of-clouds" architecture providing a cloud-based middleware
for network, compute and data storage services.

https://supercloud-project.eu/

IoT Security Lab, Project leader.

Several research projects on IoT device security focusing on profiling-based identification
and machine learning-based anomaly detection of IoT devices [29, 30, 36]

Wearable Fitness Trackers Security Analysis, Project supervisor.
Hands-on-security analysis of a representative sample of more than 15 popular fitness
tracker devices using both protocol and hardware reverse-engineering techniques [8, 6]

SPLITCloud, Work Package Leader.

Research project funded by the German ministry for education and resarch (BMBF) on
Cloud Service security

ConXpair, Project leader.

Research project on the use of context information for establishing a secure pairing between
ToT devices [26, 28, 31].

ConXPoP, Project leader.
Research project on the use of context information in security protocols for proofs-of-
presence [25].

ConXsense, Project leader.

Co-ordination of a cross-disciplinary research effort involving sociological studies on security
perceptions of users and implementation and execution of a contextual data collection-based
evaluation of novel algorithms for estimating security-relevant context parameters [27].

Mobile Data Challenge 2012 by Nokia, Programme committee member.
Participation in the Technical Programme Committee and practical organisation of the
Nokia Mobile Data Challenge 2012 (http://research.nokia.com/mdc). The challenge
was targeted at the academic research community and attracted more than 500 researchers all
around the world to participate in four different challenge categories (one open challenge and
three dedicated challenges). The programme committee reviewed the challenge contributions
and arranged a two-day scientific workshop presenting the best submissions to the challenge
in conjunction with the Pervasive 2012 conference in Newcastle [19].

Contextual Intelligence research, Project leader.
Planning and co-ordination of the execution of a contextual intelligence research project
involving the contributions of ca. ten researchers in four different teams in Europe and
Asia, involving the integration and development of novel algorithms, application concepting,
usability testing, software implementation and integration.

Intuitive and Sensible Access Control (ISAC), Research project.

Innovation of algorithms and participation in the implementation of a proof-of-concept
demonstration for Nokia N900 (awarded the best demonstration award at PerCom 2011 [10])
and N9 on using machine learning methods for assisting users of mobile devices to set-up and
maintain security and privacy policies automatically or semi-automatically, initial main focus
being on context information monitored by the mobile device [24, 10]. Initial Assessment
and further development of algorithmic approach [11]. Development of technologies for
enabling privacy-respecting detection of designated persons in the proximity [12].
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Mobile Financial Services project (MoFS), Flexible Services research
programine.

Joint research collaboration with Tieto corporation, Nordea bank and Aalto University /TKK
sponsored by Tekes, the Finnish funding agency for technology and innovation. Nokia’s
main contact person towards the MoFS project and member of the project’s steering
board. Also co-ordinated the preparation of Nokia Research Center project proposals
for the continuation phase of the Flexible Services strategic research programme and the
continuation planning of the MoFS project in the Services for the Real-Time Economy
(SeRTE) programme.

Tivit Mobile Certification Task Force, Industry collaboration.

Joint task force co-ordinated by Tivit Oy, a corporation co-ordinating the research activities
of the strategic centre of excellence in ICT (SHOK) sponsored by Tekes. The task force
included the Finnish mobile operators, the Federation of Finnish Financial Services (Fi-
nanssialan keskusliitto) and Nokia. Participated as one of Nokia’s representants in the task
force’s work, successfully advocating the adoption of Nokia Research Center’s On-board
Credentials (ObC) technology in the mobile certification solution driven by the task force
to speed up the up-take of mobile signatures in the Finnish market.

Call graphs project, Future Internet research programme, security work package.
Joint research collaboration between Nokia Research Center, F-Secure Corporation and
Aalto University/TKK funded by Tekes. Research work on machine learning methods to
automatically classify samples of malware, utilising data extracted from the call graphs of
malware samples.

Privacy & Trust, Integrated project MobiLife, EU IST-FP6.

Participated as one of Nokia’s representatives in the EU project MobiLife. Worked on issues
related to trust, privacy, policy management and enforcement [43]

Audit Trail product, Nokia Reseach Center.

Several projects undertaken by Nokia Research Center for Nokia Networks covering the
concepting and proof-of-concept studies for implementing data mining algorithms for com-
pressing log databases of cellular network management systems to improving their security
monitoring capabilities for human network administrators. Participated in the development
and technology transfer of algorithms which were incorporated in the implementation of
Nokia Networks’ Audit Trail security monitoring product.

Mobile Security Monitoring (MoSu), Nokia Research Center.

Exploratory project investigating investigating the feasibility of security monitoring and
intrusion detection systems for mobile devices.

Unix Anomaly Detection System (UADS), Nokia Reseach Center.

Research project aimed at creating a proof-of-concept demonstrator for the application of
Self-Organizing Map-based anomaly detection on UNIX system log databases for detecting
intruders.

Traffica Clustering and Anomaly Detection System (TCADS), Nokia
Research Center.

Participated in a project undertaken by NRC for Nokia Networks studying the applicability
of Self-Organizing Maps for anomaly detection of Real Time Traffic (RTT) report data for
the Nokia Traffica product.

Neural Network Based Anomaly Detection in Telecommunications Net-
work and Service Monitoring, Nokia Telecommunications, Summer internship.

Module and integration testing of the NCADS neural network anomaly detection library
developed by NRC for Nokia Telecommunications.
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Awards

Best Demo Award, ICDCS 2017 for Markus Miettinen, Samuel Marchal, Ibbad
Hafeez, Tommaso Frassetto, N. Asokan, Ahmad-Reza Sadeghi, and Sasu Tarkoma.
“IoT Sentinel Demo: Automated Device-Type Identification for Security Enforcement
in IoT”. in: Proc. 37th IEEE International Conference on Distributed Computing
Systems (ICDCS 2017). Best poster/demo award. Atlanta, GA, USA: IEEE, June
2017. por: 10.1109/ICDCS.2017.284

Best Paper Award, ASTACCS 2014 for Markus Miettinen, Stephan Heuser, Wiebke
Kronz, Ahmad-Reza Sadeghi, and N. Asokan. “ConXsense — Context Profiling
and Classification for Context-Aware Access Control”. In: Proceedings of the
9th ACM Symposium on Information, Computer and Communications Security
(ASIACCS 2014). Best paper award. ACM. Kyoto, Japan, June 2014. DOI:
10.1145/2590296.2590337

Best Demo Award, PerCom 2011 for A. Gupta, M. Miettinen, and N. Asokan.
“Using context-profiling to aid access control decisions in mobile devices”. In:
2011 IEEE International Conference on Pervasive Computing and Communications
Workshops (PERCOM Workshops). Best demo award. Mar. 2011, pp. 310-312.
DOI: 10.1109/PERCOMW.2011.5766891

Grants

One-year start-up grant (85.000 €) by the Pioneer Fund of ENTEGA and the
Technical University of Darmstadt for the further development and productization
of the DIoT intrusion detection system based on federated machine learning [36].

Service to the Scientific Community

Tutorial and Workshop co-chair, 12th ACM Conference on Security and Privacy in
Wireless and Mobile Networks

Programme Committee Memberships - Conferences

Network and Distributed System Security Symposium (NDSS) 2023

Network and Distributed System Security Symposium (NDSS) 2022

Network and Distributed System Security Symposium (NDSS) 2021

15th ACM Conference on Security and Privacy in Wireless and Mobile Networks
Programme Committee Memberships - Workshops

7thWorkshop on Context System Design, Evaluation and Optimization
International Workshop on Secure Internet of Things 2019

GthWorkshop on Context System Design, Evaluation and Optimization

3'dInternational Workshop on IoT Privacy, Trust, and Security
International Workshop on Secure Internet of Things 2017

2nd International Workshop on IoT Privacy, Trust, and Security
International Workshop on Secure Internet of Things 2016

2nd International Workshop on 5G Security

International Workshop on Secure Internet of Things

1st IEEE International Workshop on 5G Security
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1.
TWI291109

Workshop on IoT Privacy, Trust and Security

Workshop on Security and Privacy aspects of Mobile Environments
Service as Reviewer

-ACM Transactions on Design Automation of Electronic Systems
-ACM Transactions on Internet of Things

-ACM Transactions on Privacy and Security

-Computers & Security Journal (Elsevier)

-IEEE Internet of Things Journal

-IEEE Transactions on Dependable and Secure Computing
-IEEE Transactions on Information Forensics and Security
-IEEE Transactions on Mobile Computing

-IEEE Transactions on Network and Service Management
-Internet of Things Journal (Elsevier)

-Pervasive and Mobile Computing Journal (Elsevier)

-Proceedings of the ACM on Interactive, Mobile, Wearable and Ubiquitous Tech-
nologies

Supervision and Mentoring

Practical Analysis of User Traceability in Digital Contact Tracing Apps Using the
Ezposure Notification API of Google and Apple, Joshua Kiihlberg, B.Sc. Thesis,
Technische Universitdt Darmstadt

End-to-End Private Neural Network, Pascal Petsch, B.Sc. Thesis, Technische
Universitat Darmstadt

Defending against poisoning attacks in federated learning, Phillip Rieger, M.Sc.
Thesis, Technische Universitiat Berlin

Lyin’ Alexa: Silent man-in-the-middle attack against virtual assistants , Richard
Mitev, MSc. Thesis, Technische Universitdt Darmstadt

Secure Context-based Zero-Interaction Pairing of Advanced Internet-of-Things De-
vices, Majid Sobhani, MSc. Thesis, Technische Universitiat Darmstadt

Teaching

Betriebssysteme (Operating Systems), lecture course
Betriebssysteme (Operating Systems), lecture course
Betriebssysteme (Operating Systems), lecture course
System and IoT Security Seminar

Practical lab on System and IoT Security

Seminar on System and IoT Security (Mobile Security)

Granted Patents

Inventor or co-inventor in 19 international granted patents in ten patent families.
Markus Miettinen and Kimmo H&aténen

"Method and apparatus for storing data records on a database system”, Taiwanese patent,
December 11th, 2007
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KR100829977
RU2351978

US7519860

3.
EP1490769

DE60235503

US7778979

4.
US8331904

CN101548506

EP2080317

D.
US8397304

6.
US8621656

7.
US8880663

US9055020

8.
US88988793

"Method for ensuring the integrity of a data record set”, Korean patent, May 19th, 2008
"Method for provision of data records set integrity”, Russian patent, April 1Oth7 2009

Kimmo Hétonen, Albert Hoglund, Markus Miettinen, Jyrki Berg, Kari Kulmala
and Sampo Torikka

”System, device and method for automatic anomaly detection”, U.S. patent, April 14th,
2009

Kimmo Hatonen and Markus Miettinen

"Method and apparatus for compressing log record information”, European patent, Febru-
ary 240 2010

“Verfahren und Vorrichtung zum Komprimieren von Protokollierungsaufzeichnungsinforma-
tionen”, German patent, April 8th, 2010

"Method and apparatus for compressing log record information”, U.S. patent, August 17th,
2010

Markus Miettinen and Kimmo Héatonen

”Apparatus and a security node for use in determining security attacks”, U.S. patent,
December 12th, 2012

“Apparatus and a security node for use in determining security attacks”, Chinese patent,
January 16th, 2013

“Apparatus and a security node for use in determining security attacks”, European patent,
November 215%, 2018

Markus Miettinen
"Privacy management of data”, U.S. patent, March 12th7 2013

Markus Miettinen and N. Asokan

Markus Miettinen and N. Asokan, "’METHOD AND APPARATUS FOR SELECTING A
SECURITY POLICY”, U.S. patent, December 31St, 2013

Markus Miettinen

“METHOD AND APPARATUS FOR SHARING USER INFORMATION”, U.S. patent,
November 41, 2014

Markus Miettinen, Eugen Palnau and Jens Dissman, “METHOD AND APPARATUS FOR
SHARING USER INFORMATION”, U.S. patent, June 5th, 2015

Markus Miettinen, N. Asokan and Aditi Gupta

“Method and apparatus for adjusting context-based factors for selecting a security policy”,
U.S. patent, November 24th, 2014




9. N. Asokan and Markus Miettinen

US9003486 “Methods and apparatus for reliable and privacy protecting identification of parties’ mutual
friends and common interests”, U.S. patent, April 7th, 2015

EP2805298 “Methods and apparatus for reliable and privacy protecting identification of parties’ mutual
friends and common interests”, European patent, January 23rd, 2019

10. Markus Miettinen

US9449175 Markus Miettinen, “METHOD AND APPARATUS FOR ANALYZING AND DETECTING
MALICIOUS SOFTWARE”, U.S. patent, September 201, 2016

CN103038777 Markus Miettinen, “Method and apparatus for analyzing and detecting malicious software”,
Chinese patent, September 28th, 2016

Finnish mother tongue

German native proficiency

English full professional proficiency

Swedish good fluent oral and writing skills
Estonian fair fluent oral skills
French basic basic oral skills
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1. Markus Miettinen, Samuel Marchal, Ibbad Hafeez, N. Asokan, Ahmad-Reza Sadeghi, and Sasu
Tarkoma. “IoT Sentinel: Automated Device-Type Identification for Security Enforcement in IoT”.
in: Proc. 37th IEEE International Conference on Distributed Computing Systems (ICDCS 2017).
June 2017. poI: 10.1109/ICDCS.2017.283

2. Thien Duc Nguyen, Samuel Marchal, Markus Miettinen, Hossein Fereidooni, N. Asokan, and
Ahmad-Reza Sadeghi. “DIoT: A Federated Self-learning Anomaly Detection System for IoT”. in:
2019 IEEE 39th International Conference on Distributed Computing Systems (ICDCS). July 2019,
pp. 756-767. pDoI: 10.1109/ICDCS.2019.00080

3. Thien Duc Nguyen et al. “FLAME: Taming Backdoors in Federated Learning”. In: Proc. 31st
USENIX Security Symposium. 2022

4. Markus Miettinen, N. Asokan, Thien Duc Nguyen, Ahmad-Reza Sadeghi, and Majid Sobhani.
“Context-Based Zero-Interaction Pairing and Key Evolution for Advanced Personal Devices”. In:
Proc. ACM Conference on Computer and Communications Security. Scottsdale, AZ, USA: ACM,
Nov. 2014. DOI: 10.1145/2660267.2660334

5. Samuel Marchal, Markus Miettinen, Thien Duc Nguyen, Ahmad-Reza Sadeghi, and N. Asokan.
“AuDI: Toward Autonomous IoT Device-Type Identification Using Periodic Communication”. In:
IEEE Journal on Selected Areas in Communications 37.6 (June 2019), pp. 1402-1412. 1SSN:
1558-0008. DOI: 10.1109/JSAC.2019.2904364

6. Markus Miettinen, Stephan Heuser, Wiebke Kronz, Ahmad-Reza Sadeghi, and N. Asokan. “ConXsense
— Context Profiling and Classification for Context-Aware Access Control”. In: Proceedings of the
9th ACM Symposium on Information, Computer and Communications Security (ASIACCS 2014).
Best paper award. ACM. Kyoto, Japan, June 2014. pDOI: 10.1145/2590296.2590337

7. Phillip Rieger, Thien Duc Nguyen, Markus Miettinen, and Ahmad-Reza Sadeghi. “DeepSight: Mit-
igating Backdoor Attacks in Federated Learning Through Deep Model Inspection”. In: Proceedings
of the Network and Distributed System Security Symposium 2022 (NDSS 2022). San Diego, USA,
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. Juha K. Laurila, Daniel Gatica-Perez, Imad Aad, Jan Blom, Olivier Bornet, Trinh Minh Tri Do,

Olivier Dousse, Julien Eberle, and Markus Miettinen. “From big smartphone data to worldwide
research: The Mobile Data Challenge”. In: Pervasive and Mobile Computing 9.6 (2013). Mobile
Data Challenge, pp. 752-771. 1SSN: 1574-1192. DOIL: http://dx.doi.org/10.1016/j.pmcj.2013.
07.014. URL: http://www.sciencedirect.com/science/article/pii/S1574119213000965

. Markus Miettinen, Thien Duc Nguyen, N. Asokan, and Ahmad-Reza Sadeghi. “Revisiting Context-

Based Pairing in IoT”. in: Proceedings of the 55th Design Automation Conference (DAC). ACM,
June 2018. pOI: 10.1145/3195970.3196106

Richard Mitev, Markus Miettinen, and Ahmad-Reza Sadeghi. “Alexa Lied to Me: Skill-based Man-
in-the-Middle Attacks on Virtual Assistants”. In: Proceedings of the 2019 ACM Asia Conference
on Computer and Communications Security. Asia CCS ’19. Auckland, New Zealand: ACM,
2019, pp. 465-478. 1SBN: 978-1-4503-6752-3. DOI: 10.1145/3321705.3329842. URL: http:
//doi.acm.org/10.1145/3321705.3329842
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[1] Hossein Fereidooni, Alexandra Dmitrienko, Phillip Rieger, Markus Miettinen, Ahmad-Reza
Sadeghi, and Felix Madlener. “FedCRI: Federated Mobile Cyber-Risk Intelligence”. In: Proceed-
ings of the Network and Distributed System Security Symposium 2022 (NDSS 2022). San Diego,
USA, 2022.

[2] Thien Duc Nguyen et al. “FLAME: Taming Backdoors in Federated Learning”. In: Proc. 31st
USENIX Security Symposium. 2022.

[3] Phillip Rieger, Thien Duc Nguyen, Markus Miettinen, and Ahmad-Reza Sadeghi. “DeepSight:
Mitigating Backdoor Attacks in Federated Learning Through Deep Model Inspection”. In:
Proceedings of the Network and Distributed System Security Symposium 2022 (NDSS 2022).
San Diego, USA, 2022.

[4] Hossein Fereidooni et al. “SAFELearn: Secure Aggregation for private FEderated Learning”. In:
2021 IEEFE Security and Privacy Workshops (SPW). 2021, pp. 56-62. DOI: 10.1109/SPW53761.
2021.00017.

[5] Abbas Acar, Hossein Fereidooni, Tigist Abera, Amit Kumar Sikder, Markus Miettinen, Hidayet
Aksu, Mauro Conti, Ahmad-Reza Sadeghi, and Selcuk Uluagac. “Peek-a-boo: I see your smart
home activities, even encrypted!” In: Proceedings of the 13th ACM Conference on Security and
Privacy in Wireless and Mobile Networks. 2020, pp. 207-218.

[6] Lars Baumgéartner, Alexandra Dmitrienko, Bernd Freisleben, Alexander Gruler, Jonas Hochst,
Joshua Kiihlberg, Mira Mezini, Richard Mitev, Markus Miettinen, Anel Muhamedagic, et
al. “Mind the GAP: Security & privacy risks of contact tracing apps”. In: 2020 IEEE 19th
International Conference on Trust, Security and Privacy in Computing and Communications
(TrustCom). IEEE. 2020, pp. 458-467.

[7] Richard Mitev, Anna Pazii, Markus Miettinen, William Enck, and Ahmad-Reza Sadeghi.
“LeakyPick: IoT Audio Spy Detector”. In: Annual Computer Security Applications Conference.
ACSAC ’20. Austin, USA: Association for Computing Machinery, 2020, pp. 694-705. ISBN:
9781450388580. DOI: 10.1145/3427228.3427277. URL: https://doi.org/10.1145/3427228.
3427277.

[8] Thien Duc Nguyen, Markus Miettinen, and Ahmad-Reza Sadeghi. “Long Live Randomization:
On Privacy-Preserving Contact Tracing in Pandemic”. In: Proceedings of the 7th ACM Workshop
on Moving Target Defense. MTD’20. Virtual Event, USA: Association for Computing Machinery,
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attacks on federated learning-based IoT intrusion detection system”. In: Proc. Workshop
Decentralized ToT Syst. Secur.(DISS). 2020, pp. 1-7.
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